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I am not qualified…

NOT an RF Ninja 🥷
NOT a Security Pro 👩💻

NOT a Data Scientist  👩🔬
… but I got this to work

AND YOU CAN TOO!   🫵
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I hope to provide…

•Understanding of Trunked Radio 
systems

•Different tools and resources you 
can use… including Trunk Recorder!
• The type of data you can extract and 

ways it can be used
• The courage to give it a try
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Giants all the way Down…

All of my work is only 
possible because of other 
peoples great
I tried to call out what I 
have built on

( Standing on the Shoulder of Giants + 
Turtles All the Way Down )
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Trunking 101
Not only for Elephants

5



Talkgroups
• Organize conversations

• Topical & Geographic

• Gives you clues about who 
is talking/listening

Date Your Footer Here 6
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Conventional Trunking

Static, fixed channel allocations • Dynamic channel allocation
• Assigned for each transmission

More talkgroups than channels!



Modulation

Analog

Speech is directly encoded into the 
RF signal
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Digital

Speech is digitized, and this data is 
encoded into the RF signal

P25 Transmission
C4FM Modulation
SigIDWiki

https://www.sigidwiki.com/wiki/Project_25_%28P25%29


Project 25

• Standard for digital radios
• Interoperability & Efficient Market

•Mostly US, mostly government – local, state, Federal, DoD
• Standards effort was kicked off in 1989
• Users drove requirements, radio companies collaboratively 

designed
• (Checkov security gun)

• P25 US market has a projected revenue of $289.45 Million in 2025
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UNITED STATES APCO-25/P25 PUBLIC SAFETY LAND MOBILE RADIO SYSTEMS MARKET 2022
REPORT OCEAN

https://reportocean.com/industry-verticals/sample-request?report_id=BWC58


Project 25

Analog Digital

Conventional 👍

Trunked 👍
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What we are going to talk about



How I Got Started
IQ & You
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Origin Story!

Your Footer Here 12

Luke at his first job,
at NIST circa 2002

Technically, his first job was a
paper route, but it doesn’t fit the
story as well. Also, there was a
brief stint at Radio Shack.

Public Safety 
Interoperability

iPAQ Linux FTW



Got to work with
Mike Ossmann



Got a free Software Defined Radio…

HackRF Jawbreaker

150 were given away
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Sweet, gotta free SDR, now what?
Scanners tune in a single frequency and only 
let you listen to one talkgroup/channel at a 
time.

SDRs can capture entire swaths of 
spectrum, why not record an entire 
radio system?

Inspired by a post in 2011 by Rachel Kroll
 RachelByTheBay.com

https://rachelbythebay.com/w/2011/10/10/scanner/


Software Defined Radios

Entry Wider Bandwidth TX/RX Pro Nation State

RTL-SDR dongles Airspy, SDRPlay HackRF, BladeRF, 
PlutoSDR, LimeSDR

Ettus Networked 
Series

Per Vices

• $35
• 2.4MHz
• RX only
• 8-bit

• $150
• 10MHz
• RX only
• 12-bit

• $350 - $700
• 20 - 40MHz
• TX & RX
• Multi-channel
• FPGA

• $10K+
• 100MHz+
• TX & RX
• Multi-Channel
• FPGAs++

• $100K+
• 1GHz – 3GHz
• TX & RX
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RF Exploration- GQRX

Date Your Footer Here 17

• Scroll through the 
RF Spectrum

• Visual spot and 
identify signals

• Analog Demod – 
Listen and also 
identify

• Capture and Stream 
signals

https://www.gqrx.dk



Radio Reference
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• Crowd sourced radio system 
information

• System type & frequencies
• Talkgroup numbers and 

descriptions

https://www.radioreference.com/db/



Trunk Recorder
• My labor of Love

• Captures all of the transmissions on a Trunked Radio 
system.

• Started in 2013… so 10+ years of life

• Captures: 

• conventional analog, P25 & DMR

• trunked SmartNet & P25 Phase 1 & 2

• Built on top of GNU Radio, gr-smartnet & OP25

• Runs on Linux & Macs
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https://github.com/robotastic/trunk-recorder

https://github.com/robotastic/trunk-recorder


OpenMHz.com

Date Your Footer Here 20

Share captured transmissions

• Community driven!
• My other labor of Love
• 30 day archive
• YOLO quality Web Service
• 220 Systems, mostly US
• Last 30 days:
• 43,047,814 transmissions
• 2.07 TB of compressed audio

• ~150k minutes of audio per day

NOW WITH APP!

https://openmhz.com/


P25 Traffic 
Analysis
Dot, Dash, Dash, Dot
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https://www.cisa.gov/sites/default/files/2023-03/23_03.08_LLA_LLE_CLEAN_v2.pdf
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https://www.cisa.gov/sites/default/files/2023-03/23_03.08_LLA_LLE_CLEAN_v2.pdf


P25 Encryption Standards
Voice Link Layer 

Authentication
Link Layer 
Encryption

Standardized 99ish? 2005 🙃

Widely Used 👍 👎 🤮
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Search:
TIA-102_Series_DocumentsOR….



Not Novel… but Not Patched!
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Security Weaknesses in the 
APCO Project 25 Two-Way 
Radio System
Sandy Clark, Matt Blaze

Why (Special Agent) Johnny 
(Still) Can’t Encrypt
Sandy Clark, Matt Blaze

2010

2011

Link Layer Authentication 
(LLA) and Link Layer 
Encryption (LLE):  Are You 
Really Secure?
DHS Safecom

2023

Nosy Cops Exposing the 
Hidden Potential of Police 
Radio
@Sally_Yachts / DEFCON 31
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LOTS of interesting data on the Control Channel

Transmissions: Talkgroup and radio ID for each 
transmission

Registration: When every radio is turned on and off
• Radios are dedicated to vehicles and sometime to people

Affiliation: Each radio that is listening to a talkgroup

There are also ACTIVE things you can do...
But we are not going there… 

P25 Control Channel Analysis



My Setup
JV Data Science
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P25 Trunking
Channel

SDR
Trunk
Recorder

SQLite
Plugin

Jupyter
Notebook

Graphs



Lot’s of Encryption!

72%

28%

Calls

Encrypted Unencrypted
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• ~9 Days
• 70,646 Unencrypted Calls
• 184,642 Encrytped Calls
• 255,288 Total Calls
• Generally…
• Police = Encrypted
• Fire/EMS = Unencrytped



Radio / TG Affiliation – In the Clear

• Counts Listners, not 
transmissions

• Everyone loves a Box Alarm

Date 28

TG 700 – Incident 10 – Radio Affiliation



What did we learn?

•Affiliation = Radio Units that 
are interested in Fireground
• Transmission = Radio Units 

that were active in Response
• Level of interest / activity –

4/1
•Duration of Activity

Date 29

TG 700 – Incident 10 – Transmissions



Let’s apply this…

Date 30

TG 11151 – Special Operations Division 2 Emergency Response Team

Affiliations



Which Radios Tuned to TG 11151?

unit_list = [1102722, 1111218, 1111182, 1111150, 
1102787, 1110846, 1111190, 1102736, 1103288, 1111116, 
1102718, 1102766, 1102729, 1102695, 1102748, 1111195, 
1102723, 1102685, 1110799, 1103692, 1102765, 1102728, 
1102745, 1111253, 1102756, 1111368, 1102750, 1102727, 
1267684, 1267746, 1102785, 1102651, 1102647, 1102784, 
1102710, 1102783, 1102726, 1102780, 1102711, 1105798, 
1111215, 1111494, 1110763, 1102713]
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…and When are They Turned On?

• Some of the radios are turned on 
regularly

• AND some seem to be only turned 
on when special things happen

Date 32

`unit_list` Radio Registration



Pure Speculation….
• Some of the radios 

are turned on 
regularly

• AND some seem to 
be only turned on 
when special things 
happen
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Why Transparency is Important

• DC’s dispatch center is a disaster

• People have died because of their 
mistakes

• OpenMHz has helped discover and 
document these failures

• …but also all the issues around Police 
misconduct

• PLUS encryption makes interoperability 
tougher… inter-agency key sharing is 
tough

Date 34



I am Conflicted

• I mean… it is a bad design that should be 
fixed and secured 

• … but the openness can create trust in 
the community

Improve the design to make the things you 
are trying to secure… secure

Have a genuine community discussion on 
what should be open – balance  of equities



Research You Should DO!

• Cluster Radio IDs to the Talkgroups they 
listen to and talk on

• Track when particular radios turn on and 
off
• Which are special units?

• Who talks when?
• Chain of command

• Build an ‘oh shit’ alarm – Pi + 🚨 + SDR
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Thank You!
Slides will be at:

lukeberndt.com
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@lukeberndt
@robotastic

luke@robotastic.com
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