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| am not qualified...

NOT an RF Ninja -~

NOT a Security Pro ?
NOT a Data Scientist &
... but | got this to work

AND YOU CAN TOO! 5




| hope to provide...

* Understanding of Trunked Radio

systems

e Different too
can use... Inc

* The type of ©

s and resources you
uding Trunk Recorder!

ata you can extract and

ways it can be used

* The courage to give it a try




Giants all the way Down...

All of my work is only

possible because of other
peoples great

| tried to call out what |
have built on

( Standinﬁ on the Shoulder of Giants +
Turtles All the Way Down )






Talkgroups

* Organize conversations
* Topical & Geographic

* Gives you clues about who
is talking/listening

11057 2b31 MPD 5D Tac 5th District Tac
11059 2b33 MPD 6D Tac 6th District Tac
11061 2b35 MPD 7D Tac 7th District Tac
11115  2b6b MPD FIT-OPR Force Investigation Team/Office of Professional Responsibility

1117 2b6d MPD OIA Office of Internal Affairs

11123 2b73 MPD OSD 1 Office of the Superintendent of Detectives 1

11131 2b7b MPD MND1 Major Narcotics Division 1



Conventional Trunking
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 Dynamic channel allocation

Static, fixed channel allocations , i
* Assigned for each transmission

More talkgroups than channels!



Modulation

Analog

Speech is directly encoded into the
RF signal

Digital

P25 Transmission

Speech is digitized, and this data is
CAFM Modulation

encoded into the RF signal



https://www.sigidwiki.com/wiki/Project_25_%28P25%29

Project 25

e Standard for digital radios
* Interoperability & Efficient Market

* Mostly US, mostly government — local, state, Federal, DoD
e Standards effort was kicked off in 1989

* Users drove requirements, radio companies collaboratively
designed

* (Checkov security gun)

* P25 US market has a projected revenue of $289.45 Million in 2025

UNITED STATES APCO-25/P25 PUBLIC SAFETY LAND MOBILE RADIO SYSTEMS MARKET 2022


https://reportocean.com/industry-verticals/sample-request?report_id=BWC58

Project 25

Conventional

Trunked

What we are going to talk about

10



How | Got Started

|Q & You
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Origin Story!

Luke at his first job,
at NIST circa 2002

Public Safety
Interoperability

Technically, his first job was a
paper route, but it doesn't fit the
story as well. Also, there was a
brief stint at Radio Shack.




Got to work with
Mike Ossmann




Got a free Software Defined Radio...

HackRF Jawbreaker

150 were given away
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NEES gotta free SDR, now what?

Scanners tune in a single frequency and only

vm-©-‘!ﬂ

P - o e let you listen to one talkgroup/channel at a
?39335'?'5&&:6515 MN o O0e0 .. - .
< i ...-@-- % time.

4 ---..@O.

SDRs can capture entire swaths of
spectrum, why not record an entire
radio system?

Inspired by a post in 2011 by Rachel Kroll
RachelByTheBay.com



https://rachelbythebay.com/w/2011/10/10/scanner/

Software Defined Radios

Entry Wider Bandwidth TX/RX

' N=SOr SMAG _
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RTL-SDR dongles Airspy, SDRPlay HackRF, BladeRF,
PlutoSDR, LimeSDR

$35 $150 $350 - $700

2.4MHz 10MHz 20 - 40MHz

RX only RX only TX & RX

8-bit 12-bit Multi-channel
FPGA

Ettus Networked
Series

S10K+
100MHz+
TX & RX

Multi-Channel
FPGAs++

Nation State

LoaTs s W
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Per Vices

S100K+
1GHz — 3GHz
TX & RX

'I
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RF Exploration- GQRX

Gqrx 2.17 - rtl=0

File Tools View Help

e FFT Settings (Sl
el e e e ] H
e — FFT Size 16384 ~ | RBW:109.9 Hz

91.900.000

-25.5 dBFS

Rate | 200 fps ~ Overlap: 45%
10 CBEW cJsP
WF Span  Auto \¢ Res: 0.01s
window | Hamming v
-20 " - .
Plot Mode | Hist ~ White Fill
Plot Scale | dBFS
-30
Averaging ==
40 | ST Show | | Peaks | |Max |  Min
i : ) ] i : Band Plan Markers
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- e . P G -y " v . 1 & 4

[

: TR Al 4 WF Mode |Max ~ || Gqrx
ey [ Al i
Freq Zoom 1x
Reset Center | Demod
Input co... Receiver O... FFT Se...

Audio

e Scroll through the
RF Spectrum

* Visual spot and
identify signals

* Analog Demod —
Listen and also
identify

e Capture and Stream
signals

https://www.gqrx.dk
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Radio Reference

District of Columbia e Crowd sourced radio system
System Name: District of Columbia i n fo r m at i O n

Location: District of Columbia, DC

e System type & frequencies

System Type: Project 25 Phase ||

System Voice: APCO-25 Common Air Interface Exclusive ¢ Ta | kg ro u p n u m b e rS a n d

System ID: Sysid: 445 WACN: BEEOO d ° °
Last Updated: March 10, 2023, 10:16 am CST [Updated encryption settings for 1 e S C rl pt I O n S

talkgroups for Police]

Sites and Frequencies

Red (c) are control channel capable frequencies
RFSS Site Name County Freqs
1(1) 003 (3) Simulcast Washington DC 769.90625 769.96875 770.40625 770.46875 770.71875 770.96875 773.34375
774.03125 774.28125 774.34375 854.8625 855.2125
856.1875  856.5875 856.9875 8571875  857.5875
858.9875c 859.0375 859.0875 859.9875 860.9875

1(1) 004 (4) Site4 Washington DC 769.15625¢ 774.59375 774.84375

https://www.radioreference.com/db/ 18



Trunk Recorder

My labor of Love

Captures all of the transmissions on a Trunked Radio
system.

Started in 2013... so 10+ years of life

Captures:
* conventional analog, P25 & DMR
e trunked SmartNet & P25 Phase 1 & 2

Built on top of GNU Radio, gr-smartnet & OP25

Runs on Linux & Macs
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https://github.com/robotastic/trunk-recorder

= @I Al DC Fire and EMS l22 Activity @ Archive & Live

Share captured transmissions

9:48:42 PM i Callinfo i= Create Event

9:48:36 PM MPD Citywide

Streetcar Dispatch 9:48:34 PM

e Community driven!

Fire Main 9:48:29 PM

MPD Citywide 9:48:29 PM SECONDS TALKGROUP . M O th er la b O r O
8 1039 y f

Streetcar Dispatch 9:48:19 PM

© 9:48:02PM

e 30 day archive
« sassa * YOLO quality Web Service
Loomiss @ * 220 Systems, mostly US
S e Last 30 days:
e 43,047,814 transmissions

e 2.07 TB of compressed audio
e ~150k minutes of audio per day

Streetcar Dispatch 9:47:32 PM

Incident 10 9:48:13 PM

Incident 10 9:47:24 PM

ocares NOW WITH APP!

EMS 6 9:47:03 PM

20

1 Autoplay | 1Sec 1113970 W Support OpenMHz <. Download @ Link


https://openmhz.com/

nalysis

Dot,

Dash, Dash, Dot
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LLA is a standardized trunking function that allows the RFSS to authenticate users
(and optionally for users to authenticate the P25 system) via P25 control messages

LLE is a trunking and conventional function -- currently being standardized -- that

protects (i.e., encrypts) unencrypted information embedded in all P25 messages, P25 Core Services

nclud 5 cont (including
including P25 control messages Rithandinedhic
,|\ (( )) and Encryption)
m P25 Control Messages (i.e., link layer)
T oesenemmenes: > o ? v
P25 Common Air Interface (CAl) Wireline/IP
< ......................................................................................... > Interface =T T T
, P25 Voice Messages (i.e., traffic layer) _
Subscriber Radio Frequency
Unit Subsystems (RFSS)

Figure 1. LLA and LLE Overview



https://www.cisa.gov/sites/default/files/2023-03/23_03.08_LLA_LLE_CLEAN_v2.pdf

P25 Encryption Standards

Link Layer Link Layer
Authentication Encryption
Standardized 2005
Widely Used
ARCHIVE
e =
I

Search:
TIA-102_Series Documents

INTERNET
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Not Novel... but Not Patched!

Security Weaknesses in the
APCO Project 25 Two-Way
Radio System

Sandy Clark, Matt Blaze

Why (Special Agent) Johnny
(Still) Can’t Encrypt
Sandy Clark, Matt Blaze

Link Layer Authentication
(LLA) and Link Layer
Encryption (LLE): Are You
Really Secure?

DHS Safecom

Nosy Cops Exposing the
Hidden Potential of Police
Radio

@Sally Yachts / DEFCON 31
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P25 Control Channel Analysis

LOTS of interesting data on the Control Channel

Transmissions: Talkgroup and radio ID for each
transmission

Registration: When every radio is turned on and off

e Radios are dedicated to vehicles and sometime to people

Affiliation: Each radio that is listening to a talkgroup

There are also ACTIVE things you can do...

But we are not going there...




My Setup

JV Data Science

ﬁ

P25 Trunking SDR
Channel Trunk
Recorder
L —3
I o)

SQlLite Jupyter Graphs
Plugin Notebook

()

ESSSSSC)

I \
| 7




Lot’s of Encryption!
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75

50

25

0

00:00
04-Jan
2024

Radio / TG Affiliation — In the Clear

TG 700 — Incident 10 — Radio Affiliation

%w) DC Fire and EMS &

Box Alarm 5200 block Sherrier Place NW. Smoke showing 2 story
detached house. #DCsBravest

3,164

Counts Listners, not
transmissions

* Everyone loves a Box Alarm

©)

06:00 12:00 18:00 0:00 06:00 12:00 18:00
05-Jan
28

timestamp



What did we learn?

TG 700 — Incident 10 — Transmissions

* Affiliation = Radio Units that
are interested in Fireground

50

40

* Transmission = Radio Units
that were active in Response

30

20

* Level of interest / activity —
10 4/1

0 * Duration of Activity

00:00 06:00 12:00 18:00 ©0:00 06:00 12:00
04-Jan 05-Jan
2024

29

timestamp



Let’s apply this...

TG 11151 — Special Operations Division 2 Emergency Response Team

Affiliations

08 09 10

timestamp ﬁ

DC Police Department ’

MPD is currently investigating a bomb threat that was emailed to
numerous schools in DC just before 11 a.m. MPD is coordinating with DC
Public and Charter schools to ensure the safety of students and staff. At
this time MPD has no information to corroborate the threat.

The Metropolitan Police Department is
currently investigating a bomb threat that
was emailed to numerous schools in the
District of Columbia just before 11 a.m.

MPD Officers are coordinating with DC
Public and Charter schools to ensure the
safety of students and staff. At this time
MPD has no information to corroborate

the threat, however we are actively
investigating the origin of the threat.

b GOVERNMENT OF THE
41 DISTRICT OF COLUMBIA
e MURIEL BOWSER, MAYOR



Which Radios Tuned to TG 111517

unit_list = [1102722, 1111218, 1111182, 1111150,
1102787, 11108460, 1111190, 1102736, 11032388, 1111110,
1102718, 1102766, 1102729, 1102695, 1102748, 1111195,
1102723, 1102685, 1110799, 1103692, 1102765, 1102728,
1102745, 1111253, 1102756, 1111368, 1102750, 1102727,
1267684, 12607746, 1102785, 1102651, 1102647, 1102784,
1102710, 1102783, 1102726, 1102780, 1102711, 1105798,
1111215, 1111494, 1110763, 1102713]
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..and When are They Turned On?

‘unit_list” Radio Registration

e Some of the radios are turned on
regularly

* AND some seem to be only turned
on when special things happen

06 07 08 09 10 11 12

32

timestamp



Pure Speculation....

Emergency Response Team

The mission of the Emergency Response Team (ERT) is to ‘
preserve life and property during critical incidents and high-risk
operations. ERT functions as a mobile, flexible, multi-

disciplined, rapid deployment unit comprised of highly trained,
specially equipped, tactical operators and crisis negotiators.

Our Emergency Response Team is called upon to respond to criminal barricades, hostage
situations, active shooters, the service of high-risk search and arrest warrants, high-risk
and high-angle rescue, dignitary protection, counter assault teams and other critical
incidents requiring resources beyond the capacity of other MPD divisions.

| ERT provides training to members of MPD, local and federal law

.| enforcement agencies, and local and federal government
agencies. This team also maintains strong ties with
stakeholders, residents and visitors through a robust
community outreach program.

The presence of our Emergency Response Team at critical incidents substantially reduces
the risk of injury and/or the loss of life to civilians, police officers, and suspects.

METROPOLITAN

G ////// o< @ poLicE

\ETROPOLITAN

POLICE

2
—_—



Why Transparency is Important

) | |
/3 | I
- | from Dave Statter

NEWS VIDEOS AUDIO RESCUES LINE OF DUTY

@ Home /News /DC 911 is in crisis & no one's doing a damn thing about it

3
DC 91lis in crisis & no one’s doing

a damn thing about it

DC Fire & EMS never knows if the 911 center will even answer the radio

* DC’s dispatch center is a disaster

* People have died because of their
mistakes

* OpenMHz has helped discover and
document these failures

e ...but also all the issues around Police
misconduct

* PLUS encryption makes interoperability
tougher... inter-agency key sharing is
tough

34



| am Conflicted

* | mean... it is a bad design that should be
fixed and secured

* ... but the openness can create trust in
the community

Improve the desigh to make the things you
are trying to secure... secure

Have a genuine community discussion on
what should be open — balance of equities




Research You Should DO

* Cluster Radio IDs to the Talkgroups they
listen to and talk on

* Track when particular radios turn on and
off

 Which are special units?

e Who talks when?

e Chain of command

e Build an ‘oh shit’ alarm — Pi + & + SDR




Thank You!

Slides will be at:
@lukeberndt
lukeberndt.com @robotastic

luke@robotastic.com
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